1. Cozgana VDS "Mysterious Dunnock" B akkayHTe otparch2 B cBoem npoekre a.tereschenko

2.

1) B catine /etc/ssh/sshd_config yka3zana Hy>xHbIi iopT Port 2222,

2) ITepeunTsiBaeM ¢aiin koHGUTYpaLK

systemctl reload sshd

3) IIpoBepusia u BUXY, UTO CTaHAAPTHBIMN MOPT BCe ellle UCI0/Ib3yeTCsl U MOTY 110 HeMy
TOJKTFOUUThCS:

ss -nlpt | grep 22

[Toripo6oBasa miepe3anycTuTh JeMOH cepBepa sshd, To)ke He TToOMOTTIO.

Beisicauia, B uem Oblia mpobsiema.

¥ MeHs yiokanbHO cTouT Debian, st TIo IpUBBIUKe UCTIOMb30Baia KoMaH bl 7151 cBoeit OC. A B
Ubuntu, oka3biBaeTcs, Halo HECKO/IBKO MHaue repe3aryckaTb CepBUC:

systemctl daemon-reload

systemctl restart ssh.socket

[Tocse sToro cepBep sshd 3amycTusicsi Ha Hy)KHOM TOPTY:
root@spb-3-vin-we01:/etc/ssh# systemctl status sshd

Mar 22 08:06:18 spb-3-vm-we01 sshd[2596]: Server listening on 0.0.0.0 port 2222.
Mar 22 08:06:18 spb-3-vm-we01 sshd[2596]: Server listening on :: port 2222.

HoronHuTenbHO ybeaAnaach, UTo 1o CTaHjapTHOMY TOPTY 0oJibliie Heslb3sl TIOAK/IFOUHUThCS:
kostushka@laptop:~$ ssh root@94.228.121.23
ssh: connect to host 94.228.121.23 port 22: Connection refused

4) TTogK/TIOUUTRCS TI0 TIOPTY 2222 yaanock U 6e3 HacTpoiku (aiipBoria:
kostushka@laptop:~$ ssh -p 2222 root@94.228.121.23

root@94.228.121.23's password:

Welcome to Ubuntu 24.04.3 LTS (GNU/Linux 6.8.0-90-generic x86_64)

TyT HeT 3arpeljaroIIyX MPaBU/I, TaK YTO IMPUMEHSIeTCS MOJTUTUKA 10 YMOTYaHHUIO:
root@spb-3-vin-we01:~# iptables -L -nv

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

Ho pas3 3a1anre Ha paboTy C ¢aiipBoOJIOM eCTh, st ZobaBusIa pa3peliatoliiee MpaBUIo:

root@spb-3-vin-we01:~# iptables -A INPUT -p tcp --dport 2222 -i eth0 -j ACCEPT



Chain INPUT (policy ACCEPT 2282 packets, 133K bytes)
pkts bytes target prot optin out source destination

22 5716 ACCEPT 6 -- ethO * 0.0.0.0/0 0.0.0.0/0

3.
1) Co3gato swap-daiin pasmepom 2 I'b:

dd if=/dev/zero of=/swap bs=1M count=2048

2) ITopksrouaro swap-daiin:
chmod 600 swap
mkswap swap

swapon swap

T'oToBo:

root@spb-3-vm-we01:/# free -h

total used free  shared buff/cache available
Mem: 1.9Gi 342Mi 1.0Gi 904Ki 712Mi 1.6Gi
Swap: 2.0Gi 0B 2.0Gi

CoxpaHsto uH@opmaLyo o swap (aiisie B KOHUT:

echo "/swap none swap sw 0 0"| tee -a /etc/fstab

4.
1) Odob6asuna gor. IP 94.241.143.34 B [TY
2) B daiine /etc/netplan/99-ipv4.yaml gobaeuia KoHdwr:
network:
version: 2
renderer: networkd
ethernets:
ethO:
dhcp4: false
addresses:
-"94.241.143.34/24"
routes:
- to: "0.0.0.0/0"
via: "94.241.143.1"

tcp dpt:2222



nameservers:
addresses:
-"1.1.1.1"
-"1.0.0.1"
IIpumenuna ero:

netplan --debug apply

OpHako Tereph nporaa ocHoBHOM [P-afpec ¢ uHTepdeiica, BUCUT TONMBKO JOTIOTHUTETBHBIN:
2: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group
default glen 1000

link/ether 72:56:b1:0d:33:45 brd ff:ff:ff:ff:ff.ff

altname enp0s3

altname ens3

inet 94.241.143.34/24 brd 94.241.143.255 scope global ethO

valid_lft forever preferred_lft forever

ITo siory BUXKY, UTO TOC/Ie MpuMeHeHus KoHGura, IP-aapec 94.228.121.23/24 He Ob1n BbIZjaH
DHCP-cepsepoMm

Mar 22 07:27:29 spb-3-vm-we01 systemd-networkd[649]: eth0: DHCPv4 address
94.228.121.23/24, gateway 94.228.121.1 acquired from 169.254.169.254

Mar 22 10:52:03 spb-3-vm-we01 systemd-networkd[649]: ethO: found matching network
'/run/systemd/network/10-netplan-ethO.network’, based on potentially unpredictable interface name.
Mar 22 10:52:03 spb-3-vm-we01 systemd-networkd[649]: ethO: found matching network
'/run/systemd/network/10-netplan-ethO.network', based on potentially unpredictable interface name.
Mar 22 10:52:03 spb-3-vm-we01 systemd-networkd[649]: ethO: Reconfiguring with
/run/systemd/network/10-netplan-ethO.network.

Mar 22 10:52:03 spb-3-vm-we01 systemd-networkd[649]: ethO: DHCP lease lost

Mar 22 10:52:03 spb-3-vm-we01 systemd-networkd[649]: eth0: DHCPV6 lease lost

Mar 22 10:52:03 spb-3-vm-we01 systemd-networkd[649]: ethO: found matching network
'/run/systemd/network/10-netplan-ethO.network’, based on potentially unpredictable interface name.
Mar 22 10:52:03 spb-3-vm-we01 systemd-networkd[649]: ethQ: Configuring with
/run/systemd/network/10-netplan-ethQ.network.

Mar 22 10:52:03 spb-3-vm-we01 systemd-networkd[649]: ethO: DHCPVG6 lease lost



Cyzs no-Bcemy, HacTpoiika B ¢aiine 99-ipv4.yaml dhcp4: false okasanack npropuTeTHOI U
BoIK/Itouna dhep. A s fymana, UTo IpUMeHSITCS Takxke U leo/iTHbIe KOHQUTH, Te JaHHast
HaCTPOMKa BK/IFOUEHa.
[Tocne usmeHeHust KoH(wra:
ethO:
dhcp4: true
crasio paboratb KoppekTHo. Ha nnTepdeiice ethO Tereps aBa IP:
inet 94.241.143.34/24 brd 94.241.143.255 scope global ethO
valid_lft forever preferred_lft forever
inet 94.228.121.23/24 metric 100 brd 94.228.121.255 scope global dynamic ethQ
valid_lft 86397sec preferred_lft 86397sec
OpuH 13 HuX nosyyeH yepe3 DHCP cepsep:
Mar 22 11:10:03 spb-3-vm-we01 systemd-networkd[649]: ethO: DHCPv4 address
94.228.121.23/24, gateway 94.228.121.1 acquired from 169.254.169.254

Vicnonb3oBasa netplan st mepBbiii pas, 10 3TOTO CeTh BCeryla HacTpauBasa yepes

/etc/network/interfaces

5. Cpenaii moctostHHY0 HacTpoiiky DNS Ha cepBepe, yka3aB ny6sinunsie DNS-cepepsl Google
(8.8.8.818.8.44).

[Ins1 storo B daitne /etc/systemd/resolved.conf ykasana:

DNS=8.8.8.8

FallbackDNS=8.8.4.4

ITepe3amnycTuia cepBuc:

systemctl restart systemd-resolved.service

[TpoBepua, 4TO HACTPOWKU NTPUMEHU/IUCH:
resolvectl status
IIpoBepuia, 4TO TIPU pe30J/iBe JOMeHa 3arpoc uzert K 8.8.8.8:
tcpdump -i eth0 -nv port 53
94.241.143.34.58636 > 8.8.8.8.53: 48973+ [1au] A? ya.ru. (34)

5.

1) Job6aBusia [J0TIOTHUTENTBHBIN JIOKAIBHBIN JUCK Uepe3 raHeb.



dmesg

[33094.574237] sd 0:0:0:2: [sdb] 20971520 512-byte logical blocks: (10.7 GB/10.0 GiB)
[33094.574279] sd 0:0:0:2: [sdb] Write Protect is off

[33094.574282] sd 0:0:0:2: [sdb] Mode Sense: 63 00 00 08

[33094.574345] sd 0:0:0:2: [sdb] Write cache: disabled, read cache: enabled, doesn't support DPO
or FUA

[33094.577617] sd 0:0:0:2: [sdb] Attached SCSI disk

2) lennaro pasmMeTKy JMCKa Ha pasfiesibl:
cfdisk /dev/sdb

sdb  8:16 0 10G 0disk

L—sdbl 8:17 0 10G O part

3) Coszato ¢aitioByro CUCTEMY:

mkfs.ext4 -m 0 /dev/sdb1l

4) MoHTupyto (halisioByto cucteMy B /mnt
mount /dev/sdb1 /mnt

sdb  8:16 0 10G 0disk

L—sdb1 8:17 0 10G O part /mnt

5) Co3pasna u nepeHeca (aiin Ha TOKa/IbHBIN JUCK:
touch test.txt

my test.txt /mnt/



